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Source:  The Future of Operations: Maximise Value From The Cloud With A Strategic Mindset - a 
commissioned Forrester Consulting study conducted on behalf of rhipe, 2023.

Cloud Security is a Growth 
Opportunity.
Cloud investment will remain strong over the next 18-24 months, and 
businesses are allocating larger budgets to engage cloud services 
partners. 

Offering a Crayon Cloud Security Assessment positions our partners to benefit  

from this continued market confidence. Here’s why:

Appropriate configuration of cloud platforms to address 
cybersecurity risks is the #1 challenge for those using public cloud 

Concerns about security, privacy concerns, and a lack of 
governance is the #2 challenge faced by SMBs using private 
cloud

Security is the #1 investment priority for SMB buyers  
in Asia Pacific

66% of SMBs intend to increase investment in  
cloud security solutions

88% of all SMBs intend to increase budget allocations  
for third party service providers
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What does this mean for our partners?
•	 SMB IT decision makers are aware their cloud platforms may be operating in ways 

that create hidden risk. 

•	 They are ready and budgeted to do something about it.  

•	 Decision makers are actively looking for partners that can help address their cloud 
security challenges. 

The Crayon Cloud Assessment Service provides partners with an opportunity to 
respond quickly, with an effective and affordable offering.

Address Security Concerns. 
Lock in Customer Loyalty. 

The security challenges and concerns for SMBs can reduce their ability to drive 
maximum value out of existing cloud platform investments. Perceived security risks 
also present barriers to adoption in other cloud solution portfolios. 

A Crayon Cloud Security Assessment can provide your SMB customers with increased 
confidence in both regards. This supports your position as their preferred provider, 
ahead of planned adoptions and increased spending

What is the Crayon Cloud Security Assessment?

Crayon Cloud Security Assessments follow the internationally recognized CIS v8 
(Center for Internet Security) framework. The service is designed to help partners and 
customers using Microsoft 365 and Microsoft Azure. 

 
Framework and Scoring Methodology

Through data-driven evaluation and analysis, the assessment defines and identifies 
weaknesses and risks, such as missing security controls, vulnerabilities and 
configuration issues that can make these platforms vulnerable, and 

 
The assessment then provides actions needed to reduce risk and groups these into 
low, medium, high priority categories. This provides you and your customer with a 
clear, actionable security roadmap to follow. 
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Once actioned, you will have played a vital role in enabling your customer to mature their 
organisational security approach. 

Our service enables you to: 

•	 Get a documented understanding of your customer’s current security maturity 
and posture

•	 Innovate safely with full confidence in your customer’s cloud security posture 

•	 Progress with confidence in your customer’s Zero Trust journey following 
achievable and prioritised steps

•	 Helps your IT customers gain support from business stakeholders for ongoing 
security and cloud initiatives

•	 Achieve compliance across all relevant security standards

Key deliverables

The Cloud Security Assessment  
Report includes:

•	 An Executive Summary

•	 Security Maturity Score out of 4

•	 List of key findings and 
recommendations

•	 Customer suggested roadmap for 
the immediate mid and long term

•	 Detailed ratings and security 
scores and maturity scores by key 
CISv8 controls

•	 Actionable recommendations 
and remediation steps
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Can all partners use the Crayon Cloud  
Assessment Service?
The Crayon Cloud Security Assessments program is perfect for partners that want to 
help their clients improve their cyber security posture but may not have security analysis 
capabilities in-house.

Any partner with clients running Microsoft 365 and/or Azure can benefit from this service. 
The assessment is designed to identify vulnerabilities on these platforms, and recommend 
the actions needed to remediate.

The service allows you to offer expert advisory and recommendations around the findings 
of an assessment, by leveraging an expert security operations capability. 
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What is the ideal customer profile?
Customers that may benefit from a Crayon Cloud Security Assessment could include:

•	 Businesses with 50 seats or more

•	 Organisations with a requirement or desire to meet cyber security standards such  
as ACSC Essential 8, APRA, ISO etc. 

•	 Businesses leveraging M365 Business Premium, M365 E3, M365 E5, A3, A5, F3, F5  
and / or have an Azure security need

•	 Industries such as professional services (legal, accounting), financial services, 
government (local, state, federal), retail

Our service can help you have a ‘right-now’ conversation with any Microsoft 365 or  
Azure customer that has expressed an interest in an improved security posture.
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A True Through-Partner 
Offering.

The Crayon Cloud Security Assessment Service is managed by Crayon.  
Customer engagements are led by our partners, and service agreements are written  
on the partners’ paper.

Partners pay us for the service and retain a generous margin.

Through partner delivery model of a Cloud Security solution assessment

Crayon Partner Partners 
Customer

Assessment expertise Manage customer
engagement
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What is the opportunity for rhipe Partners?
Cloud security is a ubiquitous need for SMB customers. Yet, building security capabilities 
and competencies takes time. Our service helps partners respond to immediate risks and 
need for their customers, without the need to invest in practice build.

Equally, partners with have mature specialisations have a lot of ground to cover. Our 
service is an effective way to get a high volume of smaller accounts on the road to 
improved security. 

The benefits of joining the Crayon Cloud Security Assessment program include:

Crayon provides an impartial 
assessment for your client’s security. 
You benefit by leveraging our security 
expertise and reducing the risk of your 
customer engaging other  external 
experts.

Partners delivering the service will 
get a margin when re-selling to their 
customers.

The security assessment provides 
clear actions that should be 
undertaken to improve the client’s 
cyber security posture, creating 
immediate ongoing services sales 
opportunities for partners.

The assessment provides 
opportunities for a partner to add 
upsell recommendations to the report.

Access to security experts Sales margin

Clear and immediate action items Upsell opportunities
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To sign up to the program, simply follow the below steps:

1.	 Register the opportunity in PRISM

2.	 The Crayon Cyber Security team will contact you to arrange an initial call

3.	 There will be a separate call organized to scope the assessment

4.	 Project kick-off

Or to find out more, get in touch with your rhipe account representative.

How do I sign up to the Crayon 
Cloud Security Assessment 
program?

Register Cloud security
Assessment in Prism

Customer/MSP
scoping call

Qualification call
with Crayon

Project kick-off


